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ECE 516E - ANTENNA & RADIOWAVE PROPAGATION

CLOSED-CIRCUIT TELEVISION (CCTV)

1. CCTV FUNDAMENTALS AND EVOLUTION

1.1 Definition and Core Concept:

Closed-Circuit Television (CCTV) is a private video system where signals are not publicly distributed but
monitored for specific surveillance and security purposes. Unlike broadcast television, CCTV transmits
video over a closed network to a limited set of monitors and recording devices.

1.2 Historical Development:

Understanding the evolution of CCTV provides crucial context for its current system architectures:

1930s-1940s: First demonstrated at the 1939 New York World's Fair, with early military adoption
for rocket launch observation.

e 1970s: Emergence as a distinct industry with analogue systems based on solid-state cameras
and coaxial cables.

e 1990s: Digital revolution began with introduction of Digital Video Recorders (DVRs), replacing
analogue tapes with hard disk storage.

e  2000s-Present: Networked IP-based systems with intelligent analytics, high-definition imaging,
and cloud integration.

2 CORE SYSTEM COMPONENTS AND TECHNOLOGIES

A modern CCTV system integrates several key technological components, each with distinct
characteristics and functions.

2.1 Camera Technologies and Types

Cameras are the primary data acquisition points in any CCTV system, with selection depending on
specific application requirements.

2.1 Image Sensor Technology:

e CCD (Charged-Coupled Device): Known for high image quality, lower noise in low-light
conditions, and generally lower cost. Dominated early digital CCTV systems.

¢ CMOS (Complementary Metal-Oxide-Semiconductor): Now more prevalent due to lower
power consumption, higher integration capabilities, and continuing improvements in image
quality. Each technology has advantages depending on application requirements.



2.3 Camera Types and Applications:

CAMERA KEY FEATURES TYPICAL APPLICATIONS
TYPE
Dome Vandal-resistant casing, discreet design, Indoor high-traffic areas (retail, lobbies,

often with varifocal lens and IR night vision. | hallways).

Bullet Long-range viewing, weatherproof housing, | Outdoor perimeter monitoring (parking
often analogue with coaxial transmission. lots, building exteriors).

PTZ (Pan- Remote directional and zoom control Large area surveillance with active

Tilt-Zoom) (mechanical movement), programmable monitoring (casinos, city centers).

presets, auto-tracking.

IP (Internet | Network connectivity, high-resolution (1.3- | Systems requiring remote access,
Protocol) 5+ megapixels), embedded intelligence, integration with IT infrastructure,

encryption. detailed identification.

2.2 Recording Systems and Signal Processing

2.2.1 Recording Systems:

DVR (Digital Video Recoder): Processes analog camera inputs, converts to digital format,
compresses, and stores on internal hard drives. Typically uses coaxial cable connections.

NVR (Network Video Recorder): Works exclusively with IP cameras, managing video streams over
IP networks. Offers greater flexibility in camera placement and system expansion.

Hybrid Systems: Support both analog and IP cameras, facilitating gradual system migration from
analog to digital platforms.

2.2.2Video Management Software (VMS)

Provides the user interface for live viewing, playback, system management, and integration with other
security systems (access control, intrusion detection). Advanced VMS includes features like event
management, automated reporting, and user permission controls.

3 SYSTEM DESIGN AND IMPLEMENTATION

3.1 Transmission and Networking

Signal transmission is a critical consideration in CCTV system design, with multiple media options
available:

3.1.1 Coaxial Cable:

Traditional medium for analog systems, offering reliable signal transmission over moderate
distances without compression.

3.1.2 Unshielded Twisted Pair (UTP):

Used with baluns to transmit video over structured cabling systems, leveraging existing
infrastructure.

3.1.3.Fiber Optic:



Ideal for long-distance transmission, immunity to electromagnetic interference (EMI) - particularly
important in harsh environments like electrical substations.

3.1.4 Wireless (Radio/Microwave):

Flexible deployment for temporary installations or challenging wiring environments. Requires line-
of-sight and susceptible to environmental interference.

Network (IP): Utilizes existing LAN/WAN infrastructure. Power over Ethernet (PoE) simplifies
installation by delivering both power and data over a single cable.

3.2 Bandwidth Management:

A critical design challenge for IP-based systems. Network capacity must accommodate video data
volume, which varies based on resolution, frame rate, compression, and number of cameras.
Techniques include:

3.2.1 Video Compression

(H.264, H.265): Reduces file size by eliminating redundant image data.
3.2.2 Multtiplexing

Combining multiple video streams for transmission over a shared medium.
3.2.3 Distributed Architecture

Local recording at remote sites with centralized access rather than continuous video
streaming.

3.2 Electrical Desigh Considerations
3.2.1 Power Systems:

e Centralized Power Supplies: Single large PSU serving multiple cameras, requiring separate
power cabling.

e PoE (Power over Ethernet): Simplifies installation for IP cameras by delivering DC power over
data cabling.

e Backup Power: Uninterruptible Power Supply (UPS) systems essential for mission-critical
surveillance.

3.2.2 Environmental Tolerance:

Industrial applications require specialized hardware designed to operate in harsh conditions with wide
temperature ranges (-40°C to +85°C), high humidity, vibration, and EMIl immunity.

4 SPECIALIZED APPLICATIONS AND SYSTEM INTEGRATION

CCTV technology serves diverse applications beyond basic security, each with unique engineering
requirements:

e Critical Infrastructure Protection: Electrical substations require specialized equipment
meeting IEEE 1613 and IEC 61850-3 standards for EMI immunity and environmental toughness.

¢ Thermal Monitoring for Predictive Maintenance: Integration of thermal imaging cameras
with analytics to detect overheating components in electrical equipment, providing early
warning of potential failures.



¢ Traffic Management Systems: CCTV monitors flow, detects incidents, and manages
congestion through integration with central traffic management centers.

¢ Industrial Process Monitoring: Visual verification of automated processes, often integrated
with SCADA systems for enhanced operational understanding.

5 EMERGING TRENDS AND ADVANCED TECHNOLOGIES
The future of CCTV involves increasing intelligence and integration:

¢ Video Analytics: Al-powered software algorithms that automatically analyse video content to
detect specific events, behaviours, or anomalies. Applications include motion detection,
perimeter intrusion, loitering detection, and camera tampering alerts.

¢ High-Resolution Imaging: Megapixel and High Definition (HD) cameras provide significantly
enhanced image detail for identification purposes. Megapixel excels for detailed zooming,
while HD offers excellent color reproduction and wider views.

o Deep Learning Integration: Next-generation analytics enabling more accurate object
classification (person vs. vehicle), facial recognition, and behavioural analysis.

Cybersecurity: As systems become more networked, protecting video data and system access from
unauthorized intrusion becomes increasingly critical



